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The Tier 4 T
predictive indicators
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Risk Management Process — The organization adapts its ¢ m r m nt
lessons learned and predictive indicators derived from pre I ' Ove e
activities. Through a process of continuous improvement inco

P re d | Ct | ve | N d | Ca to 'S cybersecurity teu.hnolomes and practices, the organization actively '1dapt~, toa c,hanomCI

cybersecurity landbuape and responds to evolving and sophisticated threats in a tlmely

manner.
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- managing icies, processes

CO nt INUOUS | m p roveme nt to addre . : . nts. Cybersecurity risk manwement 1S part of the
organizational c.ulturc and evolves hom an awareness of previous activities, information
shared by other sources, and continuous awareness of activities on their systems and
networks.

Ad a ptS an d Re S p on d S External Participation — The organization manages risk and actively shares information
with partners to ensure that accurate, current information is being distributed and
consumed to improve cybersecurity before a cybersecurity event occurs.
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Security Awareness
Planning Toolkit

Impact

Sample Risk Matrix |

High

-impact security aware
S X \ce, and audit requirements, To use this roa
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Promotes
Awareness & Change

Compliance
Focused

i or ad-hoc basis.

How To Get There:
or

= Begn

PR.AT-1: All users are informed and trained

PR.AT-2: Privileged users understand roles &
responsibilities

PR.AT-3: Third-party stakeholders (e.g., suppliers,
customers, partners) understand roles &

responsibilities

Metrics
Framework

Deliverables
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IDENTIFY RISK | TARGET BEHAVIOR TRAIN REINFORCE | MEASURE |

Employees are not We want employees to Phishing topics in ishy E-mail Survey for general °
identifying social rapidly recognize social Security Basics course animation ability to understand
engineering or phishing engineering or phishing Phishing mini course Phishing posters nature of problem n
attempts and are thus attempts of all kinds, and Phishing full course CISO follow-up for Phish for e-mail
allowing malware into respond to those frequent fails violations
the org attempts following Phone phish for phone
company policies. social engineering
USB drops
Employees are using We want employees to Password topics in Onscreen reporting Survey for [} I d t H f R 1 k
company passwords at only use company Security Basics from tool understanding of policy e n I y I S S

unapproved sites passwords on approved Password posters Using password

(against policy) I Manager follow-up reporting to identify

e Target Behaviors

L] L] L
* |dentify Tools (Training
SANS: Securing the Human - Security Awareness Program Execution Checklist e d R L3
., and rReintorcement
* Plan to Measure
identify complexity of materials and resources you require to develop them. If purchasing, be sure to
review and test multiple vendors, ensuring content is high-quality, actively updated and meets your
. an to Change

If your primary training is Computer Based Training (videos), identify where it will be hosted. If hosted

internally, make sure training will load in your LMS. Once training is loaded in your LMS or vendor's LMS

test all functionality, including login, bookmarking, quizzes and reporting. Technical issues with LMS are

one of the most common challenges with most security awareness programs. Then load five to ten users
Test Computer Based Training / into LMS, have LMS notify test users about training and have them take training. Be sure to test all
Video Training browser types used in your organization.

Develop or purchase materials for both primary and reinforcement training. |If developing internally,

Source Training Materials

Brief management before rollout begins. Explain what security awareness is, the value to your
organization and your overall plan. Include examples of the training. You may also want to train senior

Management Briefing leadership at this time, in person.

Help Desk

Executive Announcement

Ensure help desk is briefed and understands your rollout plan. Give them an FAQ checklist so they can
respond to end user questions/problems. |f doing a phased rollout, you may want tc make them one of
the first groups you train.

Have a senior executive announce upcoming awareness training/program. Examples include organ
wide email, video or perhaps blog.

If primary training is onsite instruction, send out email announcement and then provide onsite training. If
primary training is CBT, load users into LMS and have LMS send out login notifications. Be sure to set a
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Preventing Phishing

Refusing the Bait

Catch the Phish!
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Screen 3 of 4
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Reminders:

You're Bill Smith of
the Acme Company,
billsmith@acme.com

@ New | Reply | Delete B

P A

Drag each message

Order Information to keep or delete.

Manager Alexander Christensen (client@stockton.us)

To: Bl Smith

Fed

Tracking ID: 6521-84778120
Date: Monday, 25 February 2013, 10:22 AM

Dear Client,
Your parcel has arrived at February 27.Courier was unable to deliver the parcel to you at
27 February 06:33 PM.

To recieve your parcel, please, print this receipt and go to the nearest office.

Best Regards, The FedEx Team.

RESOURCES




Training Options

 Online or In-Person

e Build vs Buy

* Easyto
Refresh/Customize

 Required or Not?

e Behavioral?

Assessment




Reinforce
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MEDIAPRG Reinforcement

Learn. Improve Succeed. °

ERdR AR

Reinforcement
Videos
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Putting It All Together

Start with data: survey, phish, etc.

Draft a plan with flexibility in mind
Announce the program (and keep it positive)
Train

Reinforce continuously

Analyze and Adapt

 Keep gathering data

 Reinforce when identifying problems (phishing, UBA)

 Make it relevant (role-based)

 Use personal follow-up messages to reinforce pressure
points



Thank You!

Tom Pendergast
tomp@mediapro.com
425-483-4734
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